ENDPOINT DESIGN REFERENCE
3] ___, /users/{id} 200
POST ___, /orders 201
PUT __, /users/{id} 200
-_,/users/{id} 200
DELETE | /orders/{id} 204
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"error": {
"code™ "INVALID_ PARAMETER",
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API 27| SX 3 Ee}
F2AP| 2t Z2217f

| 1.1 API = 7|50] ofL|zt #e}o|ct

API £ EAetCt= A2 URL R 7HE Hdt= A0l OtL|C. APl = Of'H Xpd 2 THE=7), ofH 33 2=t of
SHFE7), HHYS o o{ZAH 2SIt — o] Ul 7HXIE SAIof| F2l5h= A 2fo|Lt,

A= MO APl = 220U E7L M LIE 7S St QMO = ALY 4= QI0{0F BT, [MEtA AP EA[0M =

LHR = X 20 2|7 AL B0| I SR0ILY.

® ELERH
G|O|E{H|O] A E|0|2 2EE OCHE B3t APl = 73S 2X| 0 H|FO 2= OFsICt TH|O! SH|Q AR
ALIZ|2E SAMOZ MAI3E APl = LIS T130| HIFO|E |2 A2t Qe QKB 4 UL},

| 1.2 E2APIQ7IE

’ ’ ’

| 1.3 API #7joijA =5t Anjf ol

* URLO|7|sH ZAO=E LHEISICE 0f: /getUserinfo, /JupdateUserDataNow
o MI/Anf FAl0| APIOICHCHEC}

* HTTP &Ei Z=E FAIS D &4 200 oF Hretotrt

o Of|2] HIAIX[Z} ALZO| §12 &= SAZLE, B2 LW HEE BHESHA| e Zotr}

o Z29o0|9] HET}APIOICt O|F0| CEELY, off: userld, uid, member_id

o EMECHFHHO| HA HH D, 2M= LX|EICH

o oHH Uit HEE M|7H5t7LL 2|0| S HI ¥ S2t0[AE S MEESICE
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S| AMZ T REA] Foljop 2 AS
APl A8 AfH ZZ1

| 2.1 API 2| AIEX} He

API & E75t7| ol HA Of API o 2H[Xt7t =1 QIX| FelsHiof Stet,

2H|XH 7 A A
Yo=2EdC JSON 7%, CORS HM, 21& EZ X2
SHR A SE 37| 2|Ht, 2l g, HH =&
o|f THE Stel =8td, 2Mst, T A, SLA
AfLH B 21| A LHE 2ot 23, ZHAF 23, B K| X2
Oto| 22 MH[A MHl2A ZEA 12, HEY, M2 E2f|0[FH

N ol
Uil AP 2} 3l 10| 0121 0|2 AHA B7) API X8 B[SO} BTt

| 2.2 =ojjQl Z7A Hef

API = H|O|E{H|O| A AME|E|7} OtL[2} QI X} 7|E Q= HASHOF oITt. £+ HZ0|2HH AR}, &F, FHtH, F&,

2R, Bl 22 xHao| SH0| ElCt.

HIOIE & ZX]
order_ltems E|O|=0| RUCtLL s M 2[R0l /order-items 7t HIEA| H Rt 242 OFL|CH, 2[R A2 "=2"
7H'E Qtoll M o RHAARA B E 4 UL

JHE API E 2tS7| Tof| 2|20t LS A2 B L BELZ HA Foll £= A0l
EN/AIZE 2B, JEf DEJ|E, SS ofl2] 22, 21F &4, HO[X|H[0] M 4|, HT HM, ZMt7|E.

’ ’

Ct: URL 4O, JSON Z L 10|,

L e
| 2.4 HZH 543} ol Mol 7Y
e 7|& HE o0|E HHEX| k=Lt
« LC AMH|EC} deprecated X2| £ K0S E4SICE
o MEH EIC FIb=H| A QFMSHX|D, T HE FIH= AF6iof BTt
o SH X UHAS HA 22|15 HAEDIC}
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Resource-Oriented Design

POST /orders
POST /orders/{orderId}/cancel

# LI of — SA
POST /getUser
POST /createNewOrderNow

o ZEM:

o CHA: MHEXL XS — Jusers/{userld}

o O A2 AR AV 2 W2 AF2 — Jorders/{orderld}/items
o Ol XHRO| SEN £HFT|E 7IX|H £ M2 AHYUCZ 22

| 3.3 #SI(Action)2 EH

DE $9S CRUD 20+ B 4 QICh. T2 3|4, 0|02 915 4 2 WL A4 ASEOIET} T XfIA

POST /orders/{orderId}/cancel

POST /users/{userId}/email-verification
POST /auth/password-reset-requests

el 7|z

AFE} 0|7} SHAO|H A M U= TOIES

241 MO PATCH/PUT 8 M mafsict,

243 2% x|

HO| H|h (3 THA)

/payment-methods
/shipping-addresses
/orders
/access-tokens

Jusers/{id}/orders/{oid}

/Payment-Methods
/shipping_addresses
/orders.json
/doLogin

/a/b/c/d/e/f

A API A A2 XE M
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HTTP HA{ =2} 2|O]

ge(Action) = URI 7} OF=l IA{= 2 H 313HCF

| 4.1 0HMEIR

HAME oAs HSY orM M FR 8%
GET xtel =8| (Read) of of 22/cH T3
POST MM / MM (Create) ¥ ot ¥ ot MM HIST| 2H
PUT FA Al (Replace) of ¥ otL|e A T DA
PATCH B8 2H (Update) A XA X otL|g Ub - AX
DELETE A (Delete) of ¥ ot xred ® A

| 4.2 ZHHME A

¢ GET — X3

A HE{E HHEX| @H0t0FSHH, 22 RF2 #2 2|0|S 7HX0F Bttt GET 270l 2&(body) 7Ithsh= 2= TBHct.

¢ POST — g/ 4™
ME2 A 4y, HIS7| B 23
HEH 7|5 HE U
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¢ PUT vs PATCH
# PUT — XA uH|: F2E HE= HAH
PUT /users/123 { "name":"ZZS", "email":"hong@example.com", "phone":"..." }

# PATCH — 2& 3. HWiHl HEOH AH0|E
PATCH /users/123 { "phone": "010-9999-0000" }

¢ DELETE — AlH|

MHZE ATE AL 4 UKD, O AOM AH|2 BT Dusith AH| = X3 S, 27 s o), &z 2
2|2 ARl A eHoF Sht.

HHOIlE AP| A7 A2 X|ElA —-9-—
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¥ SE DH 47
/2157 02 18t B0/ 22 7

o
| 5.1 2K o M7 24|
- 4ot MEk2 Here| Lttt
- 2t mEo| Eholot WA TABICH
- U3 A At
- MBI7HRAIZ S W ebert

| 5.2 S& oo M7 1|

ol shE o

| 5.3)JSON ZE tjo|

Al 27} ofL[2t =0l o|0] SHLZ AASHOF ettt ZEE
HIXLZL A SEZ| O{F L.

[n

oo

=

ufn
do
2
ot

O

camelCase £ snake _case & SHLE ZX EFOZ2 11

// M camelCase

{ "userId": "usr_123", "createdAt":

// =8 aX

— o O

{ "user_id": "usr_123", '"createdAt":

| 5.4 me} A2t

"'2025-03-25T09:00: 002",

." }

"isActive":

true }

ISO 8601 / RFC 3339 7|8t UTC A|Zte 2 EZES}SICE, of: 2025-03-25T09:00:00Z

gl 2XtE0[2hH= 2t AHA|

HSEX 43

PATCH of|A{2] sjjAd

A API A A2 XE M

— 10 —



HAZ API A E flet 22 XIEAM | v3.0 2025

oEf 2 =0t o2 2

SCI0[AEE H FEL B e FAE 2 5+ Q10/0f 2ILf

| 6.1 HTTP el R EE =F3lzt
MEf T = T ZA0| OfL|CH Z2I0|XE, TEA|, 2, APM, ZLEY, A= 2X/0| 2= AEf D=0 o =SHCt,
ac VB A A
200 OK OK HMAF X3 /2H
201 Created Created KH A M2
202 Accepted Accepted HIS7| Ha| M4
204 No Content No Content 22 ol MZ (DELETE)

400 Bad Request

401
Unauthorized

403 Forbidden
404 Not Found
409 Conflict

422
Unprocessable

429 Too Many
Requests

500 Internal
Error

503 Service
Unavailable

Bad Request

Unauthorized

Forbidden
Not Found
Conflict

Unprocessable Entity

Too Many Requests

Internal Server Error

Service Unavailable

| 6.2 35 ollz| SE A

28 28 ¥4

H#Z 0 SE PE
{

"error": {

"code": "INVALID_PARAMETER",

"message":
"details":
"requestId":

}

3

[{ "field":

"req_O1HQX..."

"nickname must be between 2 and 20 characters",
"nickname",

"reason": "length_out_of_range" }],

11—
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| 6.3 LH% Cl2lS JrHE = S51K| 2 28

ARH EYO|A, SQL Ofl2], LR SeAH2 o/ F SEO| Hoi =E5HX| =Lt LR 20 M5 #71=,
Q| F0ll= SHIE ofl2] HIAIX|2H & Setrt.

"error": {
"code": "INVALID_PARAMETER",

"message": "One or more fields are invalid.",
"details": [
{ "field": "email", "reason": "invalid_format" },
{ "field": "age", "reason": "must_be_greater_than_or_equal_to_14" }

HHOIlE AP| A7 A2 X|ElA —12 —
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Authentication & Authorization

N
o

HTTP MEf 3=

401 Unauthorized

Q= (Authentication)

403 Forbidden

Hot (Authorization)

M&/77]

OlO|3ZMH|A, SPA

FE3, Stateless

oy
o
[=]

XA

Bearer(JWT)

o

-

~d

e

X

API Key

23¢l, 3rd

Party

e]

zn
4

OAuth 2.0

%l
i
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i

Z2| API 83|

ZIE/S] FE Ho/x/Ho/M

e x-l-
| 8.1 58 =39 HEZ3st
22 X8| API = CHE 2 MH|20M 71 30| SZEICH FX0| HZiZto|p ZREAI S} SHER Mt
Ho{zic,

| 8.2 ZE

GET /orders?status=paid&from=2025-03-01T00:00:00Z&t0=2025-03-31T23:59:59Z

| 8.3 3=

GET /products?sort=-createdAt, name # - = UWkke

| 8.4 HoJx|yjo] M

| nfz2to| g £3
QIH 7|t page, size T 42, tiR=olA 45 Kt
714 7|8t cursor, limit FetAIEN el FH Y

"items": [{ "orderId": "ord 001", "status": "paid", '"createdAt": "2025-03-
25T09:00:00Z" }],

"pageInfo": { "nextCursor": "abc123", "hasNext": true }

HAl= APl E7 H 2 XHNM —14 —
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CUD API &7 7}0]

| 9.1 44 API

| 9.2 £X API
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| 9.3 AAl API

10

i

ofl

_

[l
Bl

27 7ts ofg

_ 15—

uOI= API 7| A5 X|%)



siol = AP IS 93t AR XIEA | v3.0 2025

HSd, MA L, 55 UK
Idempotency & Retry

[N

&, ZHY HER S SQHE2 S50t Md/ZH|/02F APl = 55 X2| UX| S BtEA| 12{5ljof

POST /payments
Idempotency-Key: 6b8d1f8c-ae20-4b7d-8f3e-1c2d3e4f5a6b

{ "amount": 32000, "currency": "KRW" }

% e it
- o o
ZH|, F2 4d, HAX S oot S = M7t XIBH A ZHefof 2.

HHOll = AP| A7 AR K| EIA — 16—
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H|=7| 2|2} =7| = API

Long-Running Task Pattern

| 11.1 H|S7| API IHH

POST /exports - 202 Accepted + { "exportId": "exp_001", "status": "queued" }
GET /exports/exp_001 - { "status": "processing", "progress": 45 }
- { "status": "completed", "result": { "downloadurl": "..." }

CtS el
queued Xt Ho|| S2E processing
processing e = completed / failed
completed Nzl g (X[Z AEH)
failed 2| Almj MA|E EE= canceled

A API A A2 XE M —17 —
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HH el et of ¢l =8ty

AP| 28} ZEf

| 12.1 H{Ho| et &7t
- SHIZHEHY
Rk e
. ZC on|
I IR

=
N
N
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)
ot
riot
0x
I-:.Lo
f ks

- J1Z WEES ARSI ebect
+ 71E WE ERYS BT gt
« ME TEL 27} JH5iLE AR RAIME SHofoF St

| 12.3 Deprecated H=}

e EX0 deprecated E7|
o CHA| ~THOtLY
« XA 67HE ROl 7|2t

e Sunsetd|H &

SO API 7] A% XA 18—
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2 M siet API A2k 2|

Documentation as a Contract

| 13.1 EME 872 YrCt

=AM Gl= APl = EXH0X| b= Wt HolLh, 2= AEZQIES RF/SH GIAl 03 ZE,
Zotstat.

| 13.2 OpenAPI 2

OpenAPI(Swagger)= FA{SHE OfL[2} A2t AT, TE M, HIAE XtS20l| = FEICt,

A 7H sl SEl
"EMe A= 2 2M"CE CIolM OpenAPl 2 HE 1} Ao HIAE S XtSStst2L.

SO API 7] A% XA ~19 -
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Hot g

Security by Design

HE IF Y2 ME|SHA| =0t ZXHE 20|, g4, He

| 14.2 S35t 2ot 2t

[, enum 2}, Y 3V|E

2
(=}

Sotet.

e SQL/NoSQL Injection x|
o XSS &X|

 CSRF CHE

* CORS %A 58

* Rate Limiting

e Brute force tig

o MU AZE HAL

e SSRF &%

o RIZFHE OtAZ

. ZAERD

IDOR 224 F9|

LX|HoF ot

CH2 AF2XFe| AH S ID B HHY Z3|5H= IDOR(Insecure Direct Object Reference) 343 BHEA|

HAE APl & A2 X[EM — 20—
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AXY, 27, £

—y T 1
Observability

| 15.1 requestid 2} correlationid

2= Q0| 5 JH53H D 2 Hofgict, 26 HEiet o2 220] requestld £ TEIH 2 £

| 15.2 =3t 21

requestld, userld, endpoint, statusCode, latencyMs, errorCode, tenantld £ 7|-2t
AA™EE= 230 H7|X| gb=Ct.

| 15.3 &M x|E

- 28+ (QPS)

- ST AIZH(p50, p95, p99)
« OzE

« JEiIZEEE

« Rate Limit X1}8

SOl = AP A7 A2 X|EIA —21-—
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API HAE Hzt
Test Strategy

Crol Bl AE A5 2%, i 43 Junit, Jest, pytest
ESHHAE DB/FHA| Z& AH SE Testcontainers, Supertest
HtEHAE QE/SE A7|0H UX| Pact, Dredd
HIHAE B2 1} ShA| ol k6, Gatling, JMeter
HOLE|AE olx/HsH 23| AT OWASP ZAP, Burp Suite

WOl AP M| M2 X E N — 22—
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Style Guide
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| 17.2 JSON %!

« ZCMH camelCase 5
=M UTC 1SO 8601
e boolean: is/has/can 8%

. AExts Xt

[E—L =

| 17.3 ¥ef 3= 7%

o HTTP &Ei ZEof ¥3/Am 2ty
+ 200 HE XY

« AT AI(400/422)9F Mt A1(401/403) =

>

| 17.4 olz] 7%

s ZERW
« code QtHH QX|

+ requestld Zgt

| 17.5 M 7%

* = 37H APl = OpenAPl AH|

o M3 17H, Ami 2 7H O| & Oi| Al

« HAO|H

» deprecated: MH YN + CHH| 2=
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27 oAl =2 API 27

XIZx/9 Y22 MFAP| 2

| 18.1 =& MM

POST /vi1/orders

{ "items":[{"productId":"prd_001", "quantity":23}],
"shippingAddressId":"addr_123" }

- 201 Created

{ "orderId":"ord_001","status":"pending", "totalAmount":
{"currency":"KRW", "value":32000}, "createdAt":"2025-03-25T09:00:002" }

| 18.2 FE SE x3|

GET /vl1/orders?status=paid&cursor=abc123&1limit=20&sort=-createdAt

{ "items":[{"orderId":"ord_001", "status":"paid", "totalAmount":
{"currency":"KRW", "value":32000}}],

"pageInfo":{"nextCursor":"def456", "hasNext":true} }

| 18.3 =2 #&

POST /vi1/orders/{orderId}/cancel
{ "reason": "changed_mind" }

// A1 (422)
{ "error":{ "code":"INVALID ORDER_STATE", "message'":"Paid orders cannot change
address.", "requestId":"req_123" } }

OIS AP| M| ME X| A A —24 —
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OlE|TE 2

813] Zofot & 25

L} off
HTTP/1.1 200 OK {"success":false,"code":"USER_NOT FOUND"} « 404 £ MO} $tC}

| 19.2 DB A7|Ot Xl =

EIO|= Z3ES JU= 2% APIOf| .= &5t LH S 2|HE{ /0] 024 Tt
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rd
L
¥
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| 19.5 Ho|H gi=iE 55

H|0[X|{[0] M glo] T A| HIO|H E HietstH 2 5 w2t SESHTt
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APl EA H 2 E &HZ

| 20.1 7|12 3=

2 2|7 M3z AE

O] API 2| AH|XHE 701717
Zojol xtelo| Befstot?

URLO| X} Sd L2 AAEAE=1?

O o o o

HTTP M= o|0|7F H&Eto}?

I 20.2 XM/2¢ct

null/52f/glgk 2|0|7t Zol = A=71?

O o o o

SHO| st ZE5XO0[X| F271?

- o1
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